Reusing Cookies in HTTP Consumers
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The following configuration shows how to share a session and reuse the session cookie container
between two activities.

In this scenario, Cora SeQuence sends two calls to a service. The first call gets an authentication token
and the second call performs the action.

You need to set up one HTTP Consumer that captures the returned token (cookie) and then pushes it to a
second HTTP Consumer, which sends additional calls to get the data.

NOTE
The following procedures show only the settings relevant for reusing cookies between activities.
For more details on setting up HTTP Service activities, see this article.

Setting up the HTTP Consumer that captures the token

1. Onthe HTTP Consumer Details screen, click Advanced Options.

HTTP Consumer Details

Name *

Test service for Yuval

Base Address *

Advanced Options... |

2. Setthe type of the sttpMessagenandler node to webRequestHandler.



HTTP Consumer Advanced Options

B HttpClient

. Type WebRequestHandler i
- string BaseAddress = null

- HitpRequestHeaders DefaultRequestHeaders = null DataSource  »

long MaxResponseContentBufferSize = 0 Value
TimeSpan Timeout = 00:00:00
Ishull O
~ bool EnsureSuccessStatusCod

False
Handler

HittpMessageHandler WebReg
bool UseCookies = False
bool Prefuthenticate = False

- bool AllowAutoRedirect = False

~int MaxAutomaticRedirections = 0

AuthenticationLevel AuthenticationLevel = None

RequestCachePolicy CachePolicy = null
- ClientCertificateOption ClientCertificateOptions = Automatic
- X509CertificateCollection ClientCertificates = null

bool AllowPipelining = False

TimeSpan ContinueTimeout = 00:00:00
~TokenlmpersanationLevel Impersenationlevel = None
~int MaxRespanseHeadersLength = 0

int ReadWriteTimeout = 0

bosl UnsafehuthenticatedCannectionSharing = False

~ DecampressianMethods AutomaticDecompression = None

~long MaxRequestContentBufferSize = 0

InstanceMode InstanceMode = "PerSession”

TimeSpan InstanceleaseTimeout = 00:00:00

3. Set usecookies to True.

HTTP Consumer Advanced Options

B HitpClient

string BaseAddress = null

Type Boolean

) Value e

HitpRequestHeaders D teaders = null

long MaxResponseContentBufierSize = 0
i TimeSpan Timeout = 00:00:00

~ bool EnsureSuccessStatusCode = False

& HitpMessageHandler(WebRequestHandler) RequestHandler
b

- bool PreAuthenticate = False

True|

~ bool AllowAutoRedirect = False
int MaxAutomaticRedirections = 0
AuthenticationLevel AuthenticationLevel = None

RequestCachePol

CachePalicy = null
~ ClientCertificateOption ClientCertificateOptions = Automatic
~ X500CertificateCollection ClientCertificates = null

bool AllowPipelining = False

TimeSpan ContinueTimeout = 0000:00
- TokenimpersenationLevel ImpersonationLevel = None
~int MaxResponseHeadersLength = 0

int ReadWriteTimeout = 0

bool UnsafehuthenticatedConnectionSharing = False

DecompressionMethods AutematicDecompression = None

~leng MaxRequestContentBufferSize = 0

= InstanceMode InstanceMede = "PerSession”

TimeSpan InstanceleaseTimeout = 00:00:00

4. Setthevalue of 1nstancemode to "PerSession".



HTTP Consumer Advanced Options

- HttpClint

- string BaseAddress = null

Type InstanceMode

al + “Persession”
- HttpRequesiHeaders DefaultRequestHeaders = null s fasssion

long MaxResponseContentBufierSize = 0
TimeSpan Timeout = 00:00:00

i boel EnsureSuccessStatusCode = False

4 ¢*> (enum values)
<3 PerRequest
<*> PerSession

Hitpl g q dler) Reg dler
bool UseCookies = True < single
bool PreAuthenticate = False
- bool AllowAutoRedirect = False
- int MaxAutomaticRedirections = 0
AuthenticationLevel AuthenticationLevel = None
RequestCachePolicy CachePolicy = null
- ClintCertificateOption ClientCertificateOptions = Automatic
- X509CertificateCollection ClientCertificates = null
bool AllowPipelining = False
TimeSpan ContinueTimeout = 00:00:00
~TokenimpersonationLevel ImpersanationLevel = None
= int MaxResponseHeaderslength = 0
int ReadWriteTimeout = 0
bool UnsafeAuthenticatedConnectionSharing = False

~ Decompressianhsthods AutematicDecompression = None

~leng MaxRequestContentBufferSize = 0

“

5. Inthe HTTP Consumer Bindings screen, clear thelsNull checkbox for the following nodes:
d. HttpRequestMessage

b. SessionOptions

HTTP Consumer Bindings

Request
= Send

E- HttpRequestilessage message

Type SessionOptions hd

string RequestUri = null DataSource  »

HttpMethod Method = null Value

IsNull O

HttpContent Cantent = null

string Versian = null

HttpRequestHeaders Headers = null

[ <*> (metadata)
string Id = null b = End
SessionOpenBehavior OpenBehavior = Open I = HttpConsumerl

i SessionCloseBehavior CloseBehavior = Close [ = HitpConsumer2

b = start

b = Taskl

([ Show bound members only

6. Depending on the persistence mode, configure one of the following options for the session 1a :
o Default mode: Set it to the workflow instance ID as string
o InMemory mode: Set it to a variable with a predefined random value. For example,
Guid.NewGuid() .ToString ("N")

7. Change SessionCloseBehavior tO "KeepOpen".



HTTP Consumer Bindings
Request
= S:end Type SessionCloseBehavior
= Htty uestMessage message
: PReq ? Value *» "KeepOpen” |;|

i string RequestUri = null
i HttpMethod Methed = null
- HttpContent Content = null

3

4 *¥(enum values)

.
- string Version = null > Close

i~ HttpRequestHeaders Headers = null
E SessionOptions SessionOptions
string Id = wiWorkflowlnstanceld.toString() = CompletedAt
SessionOpenBehavior OpenBehavior = Cpen EF Createdat
r : EF CreatedBy
=F DisplayField
=F MasterWorkflowInstanceld

<*» KeepOpen
4 *r(metadata)

-

I = ownedBy
=F SourceactivityInstanceld
=F SourceWorkflowInstanceld
== Stage

I =F Statistics
=F Updatedat

L FE lInAdstadPa:

(Z Show bound members on Iy

Setting up the HTTP Consumer that accesses the data

1. Onthe HTTP Consumer Bindings screen, select the clear the nttprequestmessage Node, and clear the
IsNull checkbox.

HTTP Consumer Bindings

Request
S Type [HitpRequestMessage v
- n -
(=]

DataSource
Value
IsNull

b € (metadata)

b EEnd

© S HitpConsumert
© E HetpConsumer2
© S stert

© E Taskt

(O Show bound members only

[ [

2. Select the sessionoptions node, and clear the IsNull checkbox.



3. Set the SessionOptions properties, as follows:

HTTP Consumer Bindings

Request

- Send
E HttpRequestMessage message
- string ReguestUri = null
-~ HttpMethod Method = null

- HttpContent Content = null

- string Version = null

- string Id = null

i~ SessionOpenBehavior OpenBehavior = Open

L SessionCloseBehavior CloseBehavior = Close

Type SessionQptions v

DataSource  ®

Value

IsNull O

b "> (metadata)

b = End

[ = HttpConsumeri
> = HttpConsumerz
b start

[ B Taski

[ Show bound members anly

“ Cance‘

a. Session 1a :workflow instance ID as string

b.
C.

SessionOpenBehavior . "Reuse"

SessionCloseBehavior . "Close"

NOTE
The session ID must match the session ID of the first HTTP Consumer.



