Configure File Writer Activity with OAuth
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Overview

Use the File Writer activity to create, edit, and save a file into the database as part of a workflow. After you
create the file, you can access and use its data in other activities.

You can configure File Writer activity with OAuth for authentication. To do so you need to follow the steps
below:

1. Configure the web.config.
2. Configure the File Writer credentials.
3. Configure Applicationld user.

1. Configure the web.config
In the web.config file, make sure you have the following:
o AsectionGroup called identity with the following sections:

o openldConnect
o oauth

« Authentication configured correctly with following parameters:
o Email and username.
o Appld

o

Client identifier (application id, for example 7c374b9e-8feb-469a-b0e5-15fdba23fcb2 in this
case).

Tenant id (For example aefc6520-97fa-44e4-9c87-250eb7be74€e3 in this case).

Endpoint (v1in this case), for example - https://login.microsoftonline.com/aefc6520-97fa-44e4-
9c87-250eb7be74e3/oauth2/token

o Scope

Custom location with your custom runtime.aspx page copied and renamed to GeneratePDF.aspx
(you can name it as you want).

<authentication impersonate='false'>

<providerss
<add type="PNMsoft.Se ty.Cl 3¢ der, PNMsoft.Se IdentityModel.vs, .0.0.0, Cul , PublicReyToken=0alalb90clcSdcal” />
</providers>
<forms enakled="false" />
<claims enabl, signoutFr lse" ssoEnabl, loginsl=" Signininitiation” logoutUrl="~/oidcS /Signoutinitiation” cdUz1=n- i s
<IdentityProviders />
<IdencicyClaims>
<add clainTy 1//sen 1 ws/2005/05 /1 dent1 ty/elas Laddress| originallssuer="https://sts windows.net/f 1163/}
uthenti =="http: //pomsoft . com/sequence/2008, types[Email™ />
<add tp://sch 2 ws/2005/05 /4 denti t originallssucr="https://sts.windows.net/aefc6520- 97 a dded-9087 " 78e3/"
U ://pnmsoft. com/sequence /200! txpeslnsarnsme“l >
<aaa efrappiar] originarr ps://sts windows. 7fa-44o8-3067 250ebTbeldes/" authenticationType="http://prnsott. con/sequence/2008,
</ Tds ms >
</claims>
</authentication:

cidencitys
ZaConnect aiscoveryKin=OpenIapi aiscoveryUri="https /1
Client1d[1c37Ab06-8Feb 465a b5 15Faba2stoba] o1ienciecrecdil

<oauth enabled="false” discoveryKind="OpenIcDi authority:

tonline.com/aefc6520-97 fa-44e4-9087-250ebTheT4e3/v2 .0/ . well-known/opent
}'] scopeopenia 1 />

ps://login.mi

ine.oom/aefo6520-97fa-44ed-9087-250ebTbeT de3/0auth2 /v2. 0/token”
Line.com/aefc6s: -9087-250eb7be74e3/v2. 0/ . well-known/open:
validat. 1idIssucr="https://sts.windows.net/aefo6520-97fa-44e4-0087-250ebTbe74e3/" />
</identivy>

</sequence.engine>

ation impersonate="false">
<claims ssoEnabled="false" />
</authentication>
<identitys

<cauth enabled="true" />
</identity>
</sSguence. engines
</1locacion>

« Modules

o OAuthBearerAuthenticationModule


https://login.microsoftonline.com/aefc6520-97fa-44e4-9c87-250eb7be74e3/oauth2/token

Y. L
type="PNMsoft. Sequence. Identi tyModel . Services.. “oauth, 0.0.0,

2. Configure the File Writer credentials

« Configure Custom page name and credentials in the File Properties window.

In custom credentials make sure you have (if you work with same application id in Azure, then it's as
above):

o Client Identifier
o Client Secret

o Token

o Scope

Run As ...

Name *
Oluths

Client ldentifier *
| ?c3?4b9e—8feb%9a—b0e5—15fdba23fcb2|

Client Secret *
I |

Token Endpoint *

https:ﬂlogin.microsoﬂonIine.comlaefcﬁSP_[]-9'.-"fa-44&4-9c8'.-"—25[]eb?be?4e3l'oauth 2ftoken

Scopes *

Authentication Method *

(O Send credentials using the HTTP Basic authentication scheme
@® Send credentials in the body of the request

3. Configure Applicationld user

Because we have added appid claim in the web.config, the application id will be used for authentication when
the File Writer tries to access Cora Orchestration from a url.

NOTE

Make sure the appid user has runtime workflow permissions of the viewer of the form that you want to
print.



Edit Employee Details (2)

First Name * E-mail

PFN

Last Name * Calendar

LFN General -
Title Interface Language

Employes - English (UK) -
Domain User Mame *

Tc3T4b%e-Beb-460a-b0e5-15fdba23fch2

Time Zone Password
(UTC+02:00) Jerusalem - Change Password
Active [} Global Administrator

To run it in the Administration debugger, the user must be an administrator or a developer.

The File Writer activity can now work with OAuth authentication.

NOTE
For PDF generation, in case you don't need input elements in the PDF, it's suggested to use read only form
or section.

New Form View

Select a method far creating the form view

Option 1 - Automatic View Generation for Query: | DefaultView kv

Generate a complete responsive form automatically for a selected query.

=N

Grid Read Only Form Section Grid Section Read Only
Section




